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Domi no H35 25 7R S5 S NSRS = T L RINALHISCHF R E Domino M55 28 1 01 ALHI A
1) 419F Lotus Domino TFFER 5, i “SE” - “BLARFE" - “fI7F" . ARIRILEE M BITR

B NHARERF (certsrv.nsf), i “Create Key Ring” :

cweee BB - Mobile/Server/CHCEC

Hdannnvo

Server Certificate
Administration

Create _
Key Rings &
Certificates

View & Edit
Key Rings

View
Certificate Request
Log

3y

2) HE P55 S EPIAME B

".,;?Server Certificate Admin — CertAdminFullSec... X

Click on the steps below to create an SSL key ring and
populate it with certificates.

1. Create Key Ring

2. Create Certificate Request
3. Install Trusted Root Certificate into Key Ring

4. Install Certificate Into Key Ring

You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate

Key Ring File Name

TRAE S PIA kyr SCHF 0 2 PR DR A7 B

Key Ring Password

BEEEHIA kyr SO Y

Confirm Password

WA

Key Size

SRR, PR 2048

Common Name

WEFE8 e F3 44, U test.wosign.com

Organization

CERTERTISS LR DR ANNE N VAR
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State or Province Pr7EHs, 40 Shenzhen

Country B X %%, W CN

Eey Ring Information

Key Ring File Ttest. wosign. com. kyr g Specify the name and
Hame: password for the kew ring
Key Ring Fakmninn g file.

Password:

Hote: You' 1l be
Confirm Fassword: r********J referring to the key ring
information you enter
here in zubszequent steps
as you create and install

certificates into the key

ring.
Eey Size: r2lj48JL| Eey Size 1z the size of

the publiciprivate key
palr in bits. The
larger the key =size, the
zreater the encryption
strength.

Hote:Thiz Edition of
Domino provides the
ability to generate RSA
Lew=z at both 1024 bits
and 512 bits, in
accordance with export
regulations worldwide.

Distinguished Name

Common Hame: Ttest. wosign. com The DNistinguished Fame is
Organization: TWoTrus CA Limited g the iru_‘.ormation ftbout
Organizational T ) [(optional) Fomr 5”.:9 LhetiviilE
Unit: appear in any

i . P . certificates you create.
City or Locality: T (optional)
State or rShenZhenJ (no abbrawiations) Hote: Make sure the
Brarhman: Common Hame matches the

) UEL of your site. Some

Country: rI:NIJ (two character country code) &

browsers check the Common
Hame and the site UEL,
and do net alloew a
conmection if they donm’ t
match.

Create EKer Ring |
HE R LGRS, M TUEE 7 “Create Key Ring” %401, 7EFE)/G#HME 1, & “HE” ,
JIR 55 A B A A QI 2 5 T

1.2, B CSR {4

1) Aiili “Create Certificate Request” , “EJ{ CSR.
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cwcee B — MobilefServer/CHCEC 'E?Server Certificate Admin — CertAdminFullSc. .. X

darnnvo

Click on the steps below to create an 55L key ring and

S-ET'UEI' Cer‘tiﬂcate populate it with certificates.
Administration 1. Create Key Ring

creot
Key Rings &

il 3. Install Trusted Root Certificate into Key Ring

View & Edit
Key Rings 4. Install Certificate Into Key Ring

View
Certificate Request

0g You can also quickly create a key ring
; with a self-certified certificate for testing purposes.

Create Key Ring with Self-Certified Certificate

2) P AR IR S, J7 30 Method 14 “Paste into from on CA’s site” , it “Create Certificate

Request” , HiNZHIHD .

! Key Ring File “keyfile. kyr 4 Specify the key ring
Name file.

Hote: The key ring
contains the
Distinguished Name
information that will be
included in the
certificate request.

_ Certif
Log Cer Log certificate requests
Request for future reference.

Hote: Choose “View
Certificate Request Log"
in the main menu page to
see a listing of all
logged requests.

Method @ Paste into form on CA's site Choose how to submit the
¢ Send to CA by e-msil certificate request to
the Certificate
Authority.

Fote: The “Paste” method
is recommended if it is
supported by the '
Certificate Authority you !
are using. '

Create Certificate Request l :
B R R R T T e s T s s w e s W e s wwr e s www o s v s v e e e e »
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3) Hifi] CSR W%, #ZAH|IKIE HIFIE S CSR AL il
Certificate Request Created E E

Tour certificate request has been created. FRE
The l]istingn.ished Hame in this certificate

Subjectlountry: CH

SubjeccState: ShenZhen
SubjectOrg: Wolrus CA Limited
SubjeccCommonName: test.wosign.com

Below 1s your certificate request in PECS format. Copy the
request to the clipboard by selecting all the text, including
the BEGIH and END statements, and pressing CTRLIC.

MIICmzCCAYMCAQRWYVIELMAKGRITERhMCQ04xETAPEgNVEAGT CFoZWS aafVuMRow
GRAYDVOOKExFXbIRydXMgR0EgQTGltaXR1ZDEYMBYGAI UEAXMPAEVz4C5303NpZ 24u
Y29tMITBIjANBgkahkiGOw0BAQEFAROCAOE AMT IRCGHCAQEAVSFOcIHKPDOJ2RFu
UECTWI 6IwkcgsXvEimBERpXDHteipHmg0XpTBEPFDYXZSCoBEStHWhERZowNY gz 3+
ew29dtEDP] YE rXKOCmzCASVE SUMmMAULgYGFR/ I Pc TogdCHIk L YU kpoMxlgcMms
4tisxE/uDYOPHipE+0a]d2VaXQegtrl50zd1 FNsKYX9DFCF9g5S02 InECV+yR5SEaP
Cl+3ehU4bnsulBRFNE émY+42C25Tem3PaPgaTzrrmyl 2wl s+ UHI fjmy TeY 4dU05E
LEZdEp+ERmEFmw 7] LOIMN 0Emu 2 WU gHD0yCaG1 lamkEhx zppd InZWL tgbhYTwEW

Hext Step:

After copying the request to the clipboard, choose “Request Serwer
Certificate” from the main menu of the Certificate Authority Web site to
submit the request..

. 223 SSL iEH
2.1, 3KEX SSL iEF

IHERBREIE RS, 21884 zip R4S, EERBINASTHEI(LE 1), ANFE RS #RE
WA ELRAF I, Domino Il 55 %% 7 22 F 21 OtherServer H A UESS, Wil 1:

e

£ i et Forh
ApacheServer 2023/10423 12:09 g
NginxServer 2023710423 12:09 =
OtherServer «jmmm— 2023/10/23 12:09 I
PEMFETLIZ{E 2023/10/23 12:09 g =
Igf' README.txt 2023/10/23 12:09 TXT 304 1KB
1
=5 e = £ Foln
S cross.crt 2023/3/31 16:34 =& 2 KB
= intermediate.crt 202374731 16234 =2EE 3 KB
—EJ root.crt 202373731 16:34 22 2 KB
] testwosign.com.crt 2023/3/31 16:34 =& 3 KB
itk PEFRYIHEILXEEAE 1057 SRS KE"HE A EE 502 F6W
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2.2 B SSLiEH

1) iy “Install Trusted Root Certificate Into Key Ring”

s Click on the steps below to create an S5L key ring and
Server Certificate populate it with certificates,

Administration 1. Create Key Ring.

Create 2. Create Certificate Request
Key Rings &
Certificates

3. Install Trusted Root Certificate into Key Ring

View & Edit
Key Rings 4. Install Certificate into Key Ring

. View
Certificate Request
Log You can also quickly create a key ring
= with a self-certified certificate for testing purposes.

Create Key Ring with Self-Certified Certificate

2) HIEPI% R root. crt—>ycross. crt—>yintermediate. crt FIT, KX SFNEHKSAEF, SR

SCRPEFESCIF ARG A B AR 0, S AR R\ & P & .

Certificate Label rJ The identifier you' 11 see
for this certificate when
wou choose “View & Edit
Key Bing” from the main
menm.

Certificate  File The source of the

Source o« Eldphemd ;g;tlflc;te c:;\ be from a
ile or from the
clipboard.

Certificate from

Clipboard:
rl—————BEGIN CERTIFICRATE--———- Faste clipboard contents
MITEM]CChAxqgAwIBAgIBATANBgkghkiGowIBAQUFADB TMYswCQYDVRQGEWIHRIED into this field

MBEKGA1UECAWSR3IJ1YXR1 ciBNYWS]aGVzdeVyMRAWDg Y DVQOHDAAT YWkmb 3 JkMRow Hote: The pasted
GRYDVQOKDBFDb21vZGEgQUIEGTG]taXR1 ZDENMBEGA] UEAWWYQUFBIEN1 cnRpZml j AR e0n el Smdled
YXR1IFN1cnZpY2VzMB4XDTAOMDEWMTAWMDAWMEF0XDTT 4MT T ZMT I ZNT k10VowezEL the “Begin Certificate”
MREGRIUEBhMCROIXGzRZBgNVBAGME kdyZWF0ZEIgTWFuY2hlc3R1cjEQMA4GRITE and “End Certificate”
BwwHU2F3Zm9vZDEaMBaGR1UECOWRQ2 9t b2 RvIENBIEXpEW1 0ZWOx I TASfBalNVEAMM lines.
GEFBQSBDZXJ0aWZpY2F0Z5SBTZXJ2aWN1czCCASIWDQY JKoZ ThweNAQERBQADggER
ADCCAQoCggEBALSAnfRudep2hxxNRUSOVEb IgwadwSr+GB+05AL68 6tdUToWMOua

BtDFcCLNS51UY8y2bmhGC1 Py lwkwlayTurxFa70VIoSCsNes jNgdtglVEIMiWEPe
3M/wvg4aijJRPn2]jymIBGhCEHdr/jzDU3i1 4HZGWCWEiwgJH5YZ921FCokedmtetd

YgNWEIocaE+oxox6gmE04 9vY¥nM1hvB/ VruPsUK6+3g3zWY1 92 jNoFnag4gMsXeDZR

rOme9Hg6]c8 P2ULimAyrL580Ad7vn51J853 frHRNGS i 1REX1 KdHS KB HY py+aficm

ez6KIcIAIZ 3 mNWgQIJ2P2NT7 Swd ScIVT oLE kCAWERARaOBWDCEBvIAdBgNVHQ4EFgQU

oBEKTz6WE(f 34q8pT7 4K1 £ 9AWpLOWDgYDVRO PAQH / BAQDAGEGMAR GR1 UdEWER /w(F
MEMBAfBwewYDVROfBHOwejA40DagNI¥yaHR0cDovL.2NybC5ib21vEG93¥557b20v

QUFBQ2VydG1lmaWNhdGVI ZXJ2aWN1cy5 ] cowwNgR0oDEGMGh0dHAGLY 9] ciwu ¥29¢
bZRvImS1dCIBQUFDZEJ0aWZpY2FO0ZVN1cnZpY 2Ve LN ybDANBakghk1GOwW0BRQUE
AROCAQEACFLEAVCLER+Ho+tZ TxkShzk/EXE¥ANMymt rwl SWEduim713sAg9g1ol
GEBmTgHISrCl7r+8dFRBv/38ErjHT1r0iWAF£2C3BUrz9vHCVESS5dIa2lX 1 reNLe
RtOvxuBawiM0Ayx91ltlawgtnCpnBBYurDC/ 2XDrPbDdVCY feU0BsWO/ 8tgtlbgT2
GOwE4FoVXpTZEBV1IMCF1A22365Fz7J30D0eA3ralVGI/ 6uglopyypEBM310UIJgsi

12D4kF501KKaU7 3ygWjgom7Cl2yxowtevttoSlbyrvLjKzgeCY¥Gla4XXvi3tPag3

SmPi9IWIsgtRgAEFQETmDn SXpNpa¥hg=—

Merge Trusted Root Certificate into Key Ring
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3) Riii “Install Certificate Into Key Ring” , KiH FiETA%] domain. com. crt U N4
A, SRR R RN IR

Click on the steps below to create an SSL key ring and

Server Certificate populate it with certificates.
Administration 1. Create Key. Ring,

— 2. Create Certificate Request
s
ertificates 3. Install Trusted Root Certificate into Key Ring

View & Edit _ -
Key Rings [ 4. Install Certificate into Key Ring ]

.. View
Certificate Request
Log You can also quickly create a key ring
with a self-certified certificate for testing purposes

Create Key Ring with Self-Certified Certificate

Certificate Information

Certificate  File The zource of the

Source & Clipboard certificate can be from a
RIS file or from the

clipboard.

Certificate from

Clipboard:

R BEGIN CERTIFICATE-———— Faste the cliphoard

MIIF4DCCEMighwlBRgIQKykHgMEV/ 85e1M3xwhSrHjANBgkahkiGIwlBAQsFADBC contents inte thiz field

MQswCQYDVQOGEWIDT jEaMBgGA1 UEChMRV2 8T cnVz IENBI ExpbW1 0 ZWQxMT AvBgHW
BAMMKFAvVHJI1eyBFViBTZXJ2 ZXIgQOEQIFt3dW4gY¥nkgdGhlIEl1 ze3V1cl 0wHheN Hote: The pasted
MjEwMzI1MDAWMDAWRhcNM] IwMzI1MiM10TUSW] BiMQawCQYDVQQGEWIDT JESMBAG certificate must include
R1UEBwwJSrex5Zyz5hiCMSowKRYDVQOEDCHMt THINL.P1uILnmb3mspnnianmt YHm the "Begin Certificate”
nInpmZDlhazl]7gxEZARBONVBAMTCmIhLmIzNT Yu¥ 2 4wggEiMROGCSgGSIE3DQER and “End Certificate”
AQUARATEDwWAWIgEKRoIBAQCNLvLaC,/ 2e7syB2GeDYFZndo2eeAIrDNu2CxeyclVs lines.
2jieB0Vc+5jGATdwstiL.fsBEGZEOMY f+5quY¥dcUYBIW  OwvS9Bmw,/ 9gPr3dklijEqg
HjG/KEonnlP39GyIIMW3oLJFpknol JtBRAqx1nGRYDx1 LYhWRMT PJAU] k39KZQbE
bidTelpieyWlieXLrGussmDrh+i SLEcB]VpECacvimsyy0K6ajd3o,/ 1VIBcEIGIWL
GHiGPTIACrhINQEMINmpJzT /ABaT] I/ cTPUH4 t tCRpOU+dBayVIRvL+vExpJUIo+4
Th3nPgT¥Kadp5JjMi¥rGtol 1HgDTzFUpMHz P44nH1 Ao 3AgMBARGjggkWMI ICkJAE
BgNVHSMEGDAWgBQNSYEVM3IvAT 7Tb70jgl/DV2nDd FDAdBgNVHQ4EFgQUURxcY1 4N

EWCRE/ 2vwPINz90V] TowDg Y DVROFAQH /BAQDAGWOMAWGAL UdEWER / wQCHMARWHQYD
VRO1BEYwWFAYIKWYBBQUHAWEGCCaGAQUFBWMCME KGRI Ud I ARCHMELWHAYLEWYBEAGY
MOECEhYwJTA]BggrBgEFBQcCARYXaHROcHMELY 92 ZWN 0 aWdvImivbS9DUFMWCAYG

Z4AEMROTCMDOGA] UdHw(2MDOwMaRwoCaGLEh0dHAGLY 9] cowu ¥ 3J3b2NzeC5 i 9X
b1RydENFV1NlcnZlckNBXz Tu¥ 3JsMGwGCCsGRQUFBWEBBGRAWH jA4BggrBgEFBcw

RAoYsaHROcDovL2 FpYS5] covY SNWLmNu L1 dvWVHI1 c0 9WI 2VydmVyQOF£Mi 5] cnQw
IgYIKWYBEQUHMAGGFmhO0dHAGLy 9vY INWLN vbE9] c3AuY 2 4wggECBgorBgEERGZS
AgQCBIHZBIHWAO4RdQRGEVArdfgRIDC100lp9PNIESKBALT95biFg/LEcPSLRWAR
A¥hnBYpRARAFAWBGMEQCIGKOwEA16111VNIRH9hCaumPl 2/ TMITXOMBZz2kkY3D3]
RiB/JydDpgSS0+NnPyGkKENSDTt1zi £5T+MzV1 7J1A9kewBl1AN+1 Xqtogke fbK3u

uF30PlrgzalSpGpe] ] 3SwCBEXCpzRaiBeGeFidkRRARQDAFYWRAIgEuzxNIYBEYMI

w0sSEbfFni yMI2KttK9kboaxETod ZBNcCIBVEQR ] gLVZKgNal1Q/ idKvhTHG2 PKcY1

bcfl2]jskCIBIMBUGAL UAEQQOMAYCCMAhLmTzNT YuY 2 4wDQY¥ JKoZ IThwcNAQELEQAD

ggEBABQ1 fatndOeH3 S KAryBMp SN,/ WE+wduy/ 3C5veETehyEnISrDxsSh/Yg]cFYY

al DAWtcgaE9tE/ 191 rxd IMtuCRNQOWC1md F40h S FUxQyEWAFTHESudT J1vV4i3td
ppZSdl2miWvIzvPuuVoce+Wlo9drX¥zPUejP2getCI9s37ErglpebiAmiblleda9adl
mY1+VyzulmSgnzMCICZ fn8LpHEZG1gtRYqQWDT7 8 3An PqVm0 fEeHXZUsFgml sXvIB
n+RggedIT/mu¥05pxgS51EF] 8+xgRPHFAZJEl1wwYReB2 2hcATwohSnUECGYiZcz9G
/13grnoSSp0QoTHGMCA 2yvi GMva=

Merge Certificate into Key Ring I
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2.3+ HEeE SSLiEF
1) # G NEF 5 8 BIFR SR IR 45 #3508 H 5% 1 (IBM/[Lotus]/Notes/Data), #4130 HF 5

keyfile.kyr 1 keyfile.sth.

/11 10:32 YR 0%
f11 10:13 STH =i

()]

A | testwosign.com.byr 2021/

iy}

A | testwosign.com.sth 2021/

2) FI TP MRS5S AR ML B SRS, e “umH” — “Internet ¥ M7 &TR, B CAHTIE.
HE I e | WA I IR et .. I Internet fHE. .. I MTh. .. I =10 | BE&iEF I H= R I A0S I Lotus Trawveler | B I

Hotes FIEZIRO I Internet 0. . I 58 |

SsL BHREE:
ssL tths U (FFE: HTTFR LA

BB AL R
#% oL WS RirE: o ECE
BEAEEY 5L RITF: cEEFE|
sSL SR

EC4 0% (125 {wERFAF0 MDS MAC)
e | BC4 JINEE (126 frERSHR SHa-1 MAC)
=& DEs % (168 {EEAT0 SHA-1 MAC)
DES 12 (56 {VE5EAF SHA-1 MAC)
RC4 NEFER 40 (rEEAF nos mac

BH =51 ve: r 2
ss28HA =50 va)

=. Mk SSL i
FIIFI G 2%, %\ https://test. wosign. com CGIEFREHISLhrii4) , anp e as b+ B osin
BN, MR IRE P & R

/g, &4 SSLiEP
VS RN, 2ip SRAEALRTE LR R IORAE. key SCEF&AR, DL ESR, SR JESH T |
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