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—. HEHEE
1. Linux #fE 258 (HATCIRF X86_64 Z8H4) 5
2. Nginx -1.14.2 X UL ERRA (EFFAE HRERRERsD , B~ #E
$2:http://nginx.org/en/download.html;;
3. [E% SM2 il (IR HE RGhAS, $e4t VI Al V2 PIFTRRAS [E #5453, LA Centos A1)

Centos 6 M UL TFARAS: https://mmww.wotrus.com/download/wotrus ssl vl.tar.gz;

Centos 7 MUA_ERRA: https://www.wotrus.com/download/wotrus ssl.tar.gz;

4, VKEEZ SM2 . RSA SSL iF4;

. ZIRIEH
1. R¥E Nginx(CCF LA nginx-1.15.12 i, H s Alusr/local, F P AR PG SL BRI #R A
AT,

TR %5 ngink 1, 7 EME RS LT gee-c++. pere-devel £ zlib-devel 44

(1) B FRBIE A nginx JE4E LA wotrus_ssl.tar.gz, _FALZE linux #1E &
Gilusr/local/ H s, 0l s

(2) - cd BN nginx & B 3% usr/local/nginx-1.15.12, #47 ./configure
--prefix=/usr/local/nginx  --with-http_stub_status_module --with-stream

--with-http_ssl_module --with-stream_ssl_module
--with-openssl=/usr/local/wotrus_ssl
Ps:IXEREET JINBERBLR, HAMBESMH - 7 g7,

(). AT BPAT NG, Ff A make && make install, Z%PF nginx. $#ATIZL IR
Ja, AAREE, TR R, ROTIREC B RS, AR PATIE R I

make[l]: *** [/usr/local/wotrus ssl//.openssl/include/openssl/ssl.h] FiE 127
make: *** [build] Error 2

w EEE RS R, WFEEHE N nginx-1. 15. 12/auto/1ib/openss] H %,
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vi/vim g4 conf ST (RIS tn) , $RE0 T 1 Bros B9 DY AT AU -
CORE_INCS="$CORE_INCS $OPENSSL/.openssl/include™
CORE_DEPS="$CORE_DEPS $OPENSSL/.openssl/include/openssl/ssl.h"
CORE_LIBS="$CORE_LIBS $OPENSSL/.openssl/lib/libssl.a"

CORE_LIBS="$CORE_LIBS $OPENSSL/.openssl/lib/libcrypto.a™
O

CORE_INCS="$CORE_INCS $OPENSSL/include"
CORE_DEPS="$CORE_DEPS $OPENSSL/include/openssl/ssl.h"
CORE_LIBS="$CORE_LIBS $OPENSSL/lib/libssl.a"
CORE_LIBS="$CORE_LIBS $OPENSSL/Iib/libcrypto.a”
RAFIG, JothAT make clean, FREFTIAT (2) LIRI. /configure 1 (3) LIRH make
&& make install;
4). YmiFeia, cd 3N /usr/local/nginx H%, H
/usr/local/nginx/sbin/nginx —t f & & 1EH, 1595 W%
/usr/local/nginx/sbin/nginx J&zh nginx;

Ps: LR PRI H s B2 AR 1 H 3, BARBRAR, TERYE SEbr - A5 !

2, EcE ssL
(1)~ F# SSL iE+, fEET#M domain. com sm2. zip JE4AfL, kG320
T
=2 - EEGE: S

testwosign.com_rsa 2024122 0
testwosign.com_sm2_encrypt 202472726 14:04
testwosign.com_sm2_sign 2024/2/2 0
Nginx Fe B R EMBI=A 30K NginxServer FH. crt XM, A IE
THIEF QI CSR B RAFHIPIA. key A4 (sign A encrypt W3 A — M) .
(2). A% SSL iF+5, cd #E Nlusr/local/nginx/conf, #rid sm2 H3%, % EHKI=A
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crt XL A key SCAF EAE 1% H 5%,
(3). Ft& SSLiEF5, i Alust/local/nginx/conf, vilvim Zw4E nginx.conf S04, H4m0
WMTREE, KGR

server {

listen 443 ssl;
server_name domain.com;
ssl_certificate  /usr/local/nginx/conf/sm2/domain.com_rsa.crt;

ssl_certificate_key  /usr/local/nginx/conf/sm2/domain.com_rsa.key;

ssl_certificate  /usr/local/nginx/conf/sm2/domain.com_sign.crt;

ssl_certificate_key  /usr/local/nginx/conf/sm2/domain.com_sm2.key;

ssl_certificate  /usr/local/nginx/conf/sm2/domain.com_en.crt;

ssl_certificate_key  /usr/local/nginx/conf/sm2/domain.com_sm2.key;

#GBCERAUET, FAECENEIET, A INEIEBRY] key AFE—A!

ssl_session_timeout  5m;

ssl_protocols TLSv1.1 TLSv1.2 TLSv1.3;

ssl_ciphers
ECC-SM4-SM3:ECDH:AESGCM:HIGH:MEDIUM:!IRC4:IDH:!MD5:1aNULL:!leNULL;

ssl_prefer_server_ciphers on;

location / {
root html;

index index.html index.htm;

}
PLEAUCNZ S, HARN server_name, UEP4FK, ETAZACH 3, location 25 & &
FR B SEpRIA R !
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(4). ¥, AT /usr/local/nginx/sbin/nginx -t, FHECE &S IEH, LW ST E:

[root@localhost nginx-1.15.121# susr/local/nginx/sbin/nginx -t
Use GM signing certificate.
Use GM signing private key.

Use GM encryption certificate.

Use GM decryption private key.
nginx: the configuration file susr/local/nginx/conf/nginx.conf syntax is ok
nginx: configuration file susr/local/nginx/conf /nginx.conf test is successful

WERA SRR, ERER ST R, BRI ERIEE!
(5)~ EJA nginx: FAT/usr/local/nginx/shin/nginx -s reload, 5 nginx!

=. W SSLACE
AR I %A ) e A A ] B https Uy iR), N #ESthE:

https://download.wosign.com/wosign/MeSignBrowser setup.exe

N d g, FIFMEES, EMBER N https://domain.com(GiE 5 SZBr4P & 544 ) I
FE T REIE T V5 ) DA S SBR[ 238 70, e IEw Ui i), TR ORB KB a2 4 S SRS
AT 443 3510 (SSL LB 5 ) .

DU, %43 SSLiEH
TR Zip IR AT 3224 R IO AAE key SCHE&0, DABH 2k, 845 S:qd i !
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