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[root@localhost /]# openssl version
OpenssL 1.6.1le-fips 11 Feb 2013
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[root@localhost /]# openssl genrsa -des3 -out www.mydomain.com.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (8x10081)

Enter pass phrase for www.mydomain.com.key:

Verifying - Enter pass phrase for www.mydomain.com.key:
[rooti@localhost /]# 1s

123.txt dev 1lib media proc selinux [§il]i www.mydomain.com.key
bin etc  lib64 mnt root srv usr
boot home Tlost+found opt shin sys var

[root@localhost /]# i
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2.1. 35 R csr X

LA R fr 2k 4E AL 4H: openssl req -new -key www.mydomain.com.key -out www.mydomain.com.csr

[root@localhost /]# openssl req -new -key www.mydomain.com.key -out www.mydomain
.COM.CST

Enter pass phrase for www.mydomain.com.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:CN

State or Province Name (full nmame} []:GuangDong

Locality Mame (eg, city) [Default City]:ShenZhen

Organization Mame (eqg, company) [Default Company Ltd]:Wosign CA Limited
Organizational Unit Name (eg, section) []:Wosign Support

Common Name (eg, your name or your server's hostname) []:www.wosign.com
Email Address []:support@wosign.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:1234

An optional company name []:

[root@localhost /1# |} |
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Country Name (2 letter code) [GB]: % N\ [E S X ARAS, fneh [E f¥) CN

State or Province Name (full name) [Berkshire]: Hi[X 25 3

Locality Name (eg, city) [Newbury]: 355 4 #¢

Organization Name (eg, company) [My Company Ltd]: A &) 4 FK
Organizational Unit Name (eg, section) []: #1444 %K

Common Name (eg, your name or your server’ s hostname) []: & IE 1544
Email Address []: HLT-HE 48
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# HTTPS server
#
#server {
# listen 443;
server name localhost;
ssl on;
ssl certificate cert.pem;
ssl certificate key cert.key;
ssl session_ timeout 5m;
ssl protocols SSLv2 SSLv3 TLSvl;
ssl ciphers ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP;
ssl prefer server ciphers on;
location / {

root html;

index index.html index.htm;
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FHAZKCN (FF nginx 3 HF NI sslkey H3®, #F for Nginx HIHHPANIE 5 304 1
#l| sslkey HT)
server {
listen 443;

server name localhost;

ssl on;
ssl certificate sslkey/wosign.com bundle.crt; GEFAHD
ssl certificate key sslkey/wosign.com.key; GEPBRED

ssl session timeout 5m;
ssl protocols TLSvl TLSvl.l TLSvl.Z2;
ssl ciphers AESGCM:ALL: !DH: !EXPORT: !RC4 :+HIGH: !MEDIUM: !LOW: !aNULL: !eNULL;
ssl prefer server ciphers on;
location / {
root html;

index index.html index.htm;
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