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1.1 RSFHRFERE

Tomcat %% SSLAE4S, & 265ehfiil tomcat A1 jdk [KRRA, tomcat8.5 Fij J& FRASIE 53 & 5 A
—FE, 2235 SSLAEP AR, SR BN TR T, B4 jdk1.6 M2 B RRAS , AS SRR B0 n 25 B4 R0 TLS1.1
A TLS1.2 Pp, GRS IDKL.7 BLERCA.

ffiiA tomceat B IE #1217, #E A tomcart # H 5 N #K 2 bin SO H 34T SCHF windows: “startup.bat”

(linux:”startup.sh”)

JASIPAT SR, AT Tomceat B2 H AR & BN HbAEn: http://127.0.0. 1:8080

"@Apachz Tomeat/T.0.28 X
L C [9127.0.0.1:8080

Apache Tomcat/7.0.29

™

Developer Quick Start

For security, access to the manager webapp is

Home Documentation Configuration Examples Wiki Mailing Lists

Wpache Software Foundation
- http://www.apache.org/

Recommended Reading:
% Security Considerations HOW-TO
/& Manager Application HOW-TO

Clustering/Session Replication HOW-TO

Tomcat Setup Realms & AAA Examples
Eirst Web Application JDBC DataSources
Managing Tomcat Documentation

Tomcat 7.0 Documentation

restricted. Users are defined in:
$CATALINA_HOME/ conff tomeat-users. xml

In Tomcat 7.0 access to the manager
application is split between different users
Read more

Tomecat 7.0 Configuration
Tomcat Wiki

Find additional important configuration
information in

SCATALTNA_HOME/RUFNTHG. txct

Find Help

Server Status
Manager App

Host Manager

Servlet Specifications
Tomcat Versions

Getting Help

FAQ and Mailing Lists
The following mailing lists are available:

announce@tomcat.apache.orq
Important announcements, releases, security
wulnerability notifications. (Low volume).

users@tomcat apache.ord
User support and discussion
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1.2 £ ¥ Csr #0 Keystore &
BE DOS Ay & AT HAR IR
6> 847> emd—>cd B ZAERT jdk B H X LI
C:\Program Files\Java\jdkl.5.0 04\bin & 2

e Cr\WINDOWS5\ systemIZ2icmd. exe — kevtool —genkey —alias tomcat —kevalg

Microsoft Windows XP [ 5.1.26041
FTE 1985-2081 rosoft Corp.

C:“Documents and Settings“zhengdangiXcd C:“Program Files“Java“jdkli.5.B8_#A4%bin

C:“Program Files“Javasjdkl.5_H_H4%hin>

) 2
1.2.1 & X Server FA%H

Keytool -genkey -alias [keyEntry _name] -keyalg RSA -keystore [keystore_name]
-keysize 2048 3

C=A\WINDO¥S\ =yzteni2\cad. exe

Windows RP [] ~ L.1.26881
‘H 1985%-2001 Microsoft Corp.

C:~Documents and Settings>zhengdangi*cd C:“Program Files“Javasjdki.5.@_#84 hin

C:“Program Files“Java“jdkli.5.8_@4“bin>*keytool —genkey —alias tomcat —kevalg RSA
—k o ruer —keysize 2048

C:“Program Files“Java>jdkli.5.8_@4-bin>
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CL_Ean B B ttin 24 A2 i 2048 21 RSA FAEH, RAVEHSUHE 4 N:  server, RS
I keystore Y, SRA®NSN: changeit, W LAIEE — MR, Hik—gEid
(E

B ¥R “What is your first and last name?” , i AMKZ HIE SSLIER M4,
MmAZ BRSNS, nRETHFE Y www. domain. com HIE SSLUEFk A fE H 4
A domain. coms SSL E+5& 4% 26 e 844 11

B, MNERETIARR. BALARR. FrEIll . PrEA i ME RS (P EIH: CN,
Ho EZH RS T) , BRALAFR—E B SIS R —3. BREZXR 485 A AUH CN
Ab, AR LR S 3 Ei .

RE, ZREMATHEN, 1§ E%A keystore M keyEntry A —FEHEN, &
W R 3 Tomeat JG 2 FndiR{E 8 : Jjava. security. UnrecoverableKeyException:

Cannot recover key. [AIIF}, 1§ —EE 10320 !

1.2.2 HE Ak Csr XX
T BAR &K E K CSR
Keytool -certreq -alias [keyEntry name] -file request.csr -keystore [keystore

name] K&l 4

C:“Program Files“Java>jdkl.5.8_8A4>“bin*keytool —certregq —alias tomcat —file reque
ft -LsP —keyst_ure SEPrVER
i keystore TEY . 111114

C:“Program Files“Java’jdkli.5.8_@4~bin>_

K 4
s a0 AR B CSR SO, IXFERR S T CSR AIAAEA AR AE i

1.2.3 MDA A

IAE C R RINE R T %X, FAEASCHE: server (RAFEBIMIRS #d, 1
CSR XCfF: request.csr K4 WoSign BRI,  (JERE: BRI PN SCIEBRINAE U AR 1E 2o 38
jdk1.5.0 04 HH M bin SCfFJr
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il server Afl request.csr)

U R AE AR IE ) CSR SO 215 Dy & ] LB id AT . an R 5:

| !ﬁ request. csr — 1

Il 2ot E) S E B0 &EF W #ER G

————— BEGIN HEW CERTIFICATE REQUEST-———-
!MIIE1zccnhscﬂuanZEsznJBgNUBH?TnkHDMRIwEH?DUQQIDHnluhfkqunnIExDzﬂHBgHUBHcM
BuadselWcszEPHABGA1UEChHMGU2 9T alduMTHwHQYDUQQLDCrmE7HINLPmsoPpgJrnlLX1rZ2D11Ybl
igHmnI3liqHmnInpmZDlhazlj7gxFzAUVBQHUBAHMTDMmHYbS53b3Hp224uY29tHIIBI jANBgkghkiG
QwOBAQEFARDCAQEAMI IBCgKCAQEADUMPQZGULMSsQu3sI IPWquZHan7pQeSzjIuBZqqsceillo2k2
IGOSKSuYB j8dpW6yvlr19zjTT22EtAL?/aaqaT8 Bt BuHLzYorD6SFroG2I18zH+qimumI V2L IBKDF +
HEAXiG6F8qDedLlo jHmJqWKEC jrqLun/REWShucOIzdTguL HHqqIkmPFaloqf+r /97 AphgRDn+UZAX
BLjvHaLFZ22wPtgqbOvazSnHb5gf6K98x0CJKPKun1Hul4q7?FzcOKKJe55s1ugES2UZAZzbOTENS 4KH
CGP3ppSzH3FFXwGz1URDBSNERdcUYRHLXWBIr jJmmMEZ Iq7 qLF1pIrXvyFHMUOTZrIQIDAQABOAAWY
DQYJKoZ IhvcHAQEEBOADGQEBABU1BKYUZ jhMFFQUOMMIYIUZHTZzsQcY TAVI1inkRODLEBD®/Zalva
HjZGEOFUUZokBq?RGasc j1z0RoeJF20AzYUgzKoL2wlgFa? IPYFE+9bBDFuB6/ THNOSs0YHPKZ F2u
6iv/0Fpou9sBY3YHDYKCCpF Bh5o0zPWozUyuGpmU fe¥STkeH1uo57R1xGa+RUEKBBS5+HulravgKR
+pnGUcOx75FuTUpalSSBignuzciPH1AUISS1SLDDEKZWI1E+AZENNcvlY It JszY 4abGUWPSTTOGE
IButToNcPWUPGQhh/ 7BRPr406seEWEZLYKT FnpoXDRUmywmxDWAqedBddX2mIGw=

————— EHD HEW CERTIFICATE REQUEST-—--—-

& 5
SR e 52 ) BRI BT A 1) P9 ARG U 1 4 .
https://www. wosign. com/support/check csr. htm eI 48 B 15 5 75 48 B B i Y
YORL, EIEIR I CSR SO A28 WoSign BI AT, i — B AN E RG2S
PR . MR T E 6:

EFRLCSR B E L RRCSRY 2 S E®
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3.1 AP RIRIER
56 WoSign R IEEIEATH Csr SCHHA 1B R RS 2IE T o DL IS 2 F 10 40 S 1
fife [k BL I 1) for other server.zip SO, 252 Hm A 7 UM ER, WwE 11

il cross.criee— 22 % 2016/12/7 9:4 =TS
5l issuer.crie— HIZRAR 2016/12/7 9:41  H&EH
5l rootert = TMENAR 2016/12/7 9:4 =2
] testwosign.com.crt =5 2018/12/7 %4 Z=FH

11

IAE AT LI Aok S NGRS A5 IE 1S

EA/IF

Tomcat %% SEFARIES, HIIEH&REFAN):

Tomcat ZIEH THTNHEMR . XM YR, HAUEREEHF AR keystore H
(JEE: keystore ZFET server X, JEHISHE keystore BFRHCA: server. jks BR
yourdomain. jks)

[ I

Keytool -import -trustcacerts -alias [keyEntry_name] -file xxx.cer -keystore

[keystore _name]

[keyEntry name] : 544;

XX.Cer : FRMAIEF 44

[keystore_name] : ilF-P% 88 server;

keytool -import -trustcacerts -alias root -file root.crt -keystore keystore

keytool -import -trustcacerts -alias cross —file corss.crt -keystore keystore

keytool -import -trustcacerts -alias issue -file issue.crt -keystore keystore

3.2 FARRSFEFIES
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Keytool -import -trustcacerts -alias [keyEntry name] —file user_domian.crt -keystore

[keystore _name]

[keyEntry_name]: 74 ; & CSR g4I 4 5

xx.crt FoRARSS AL T 2R

[keystore_name]: iE{5%54% server;

keytool -import -trustcacerts -alias 74 -file xx.crt -keystore keystore

EIBAT A 2 I 2P n RN TS, Wl AR server MBI Z S, (.
HEINEBRHERME “RopsiR: BENEIER@EFER” N fgdur 702 &
BUEBR AR B, PHRIEREECEFA)

K ENET RSN server B, — @ ZHH AR CSR B —FEH 7 44 (-alias),  [F]HS 8
-trustcacerts Z#. WIRATRE —FEHAA, KA RELIERD) !

WUEREE

WA FANP R IRSS FHER G, el DL SR E e S as 7 INgEt
BERE. 24T keytool —list —v - keystore [1F4530M4]

3.3 BLE L SSLIEPH

3.3.1 Tomcat 8.5 Z R4

H#| Tomceat 223 H 3% conf NHY “Serverxml” , H A2 IT, B FERE WE
12:
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73 <!'—— L "Conhector”™ using the shared thread pool-->

T4 ==

TE <Connector exdecutor="tomcatThreadPool™

7E port="3030" protocol="HTTF/1.1"

77 connectionTimeout="20000"

78 redirectPort="5443" /=

79 -

20 4!—— Define a 33L HTTP/1.1 Connector on port 5443

21 This connector uses the JS5E configuration, when using APR, the

82 connector should be using the OpenS3L style configuration

g3 described in the APR documentation —->

24 ==

SE <Connector port="85443" protocol="HTTP/1.1" 23LEnsbled="trus"

b1 maxThreads="150" scheme="https" secure="trues"

a7 zlientiuth="false" s=l1Protocol="TL3"™ />

a8 ——

K12

BRIE DL T <Connector port= “8443”..... > #iER N, FRATATLAE “<1-- -->” Jof,
FEAT AT AN BB e, b

P B s il n

<Connector port="443" protocol="org.apache.coyote.http11.Http1l1Protocol"

IE

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

keystoreFile="keystore/domain.jks"

clientAuth="false" sslProtocol="TLS"

ciphers="TLS_RSA_WITH_AES_128 GCM_SHA256,

TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256,

TLS_RSA_WITH_AES 128 CBC_SHA,

TLS_ECDHE_RSA WITH_AES 128 CBC_SHA,

TLS_RSA WITH_AES 128 CBC_SHA256,

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256,

SSL_RSA_WITH_3DES_EDE_CBC_SHA,

TLS_ECDHE_RSA_ WITH_3DES_EDE_CBC_SHA" />

. port: U5

keystoreFile: FEF 42 (1. conf/name.jks); keystorePass:

etk - PERYIHELLXESERE 1057 SREXAE_HA A EE 502
FEIE : 0755-86008688 il : www.wosign.com
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W Ja RAFZBC B SO, SR )G 5 Tomeat J5 BRG] A 13:

|/ [ dpache Tomcatsro28  x N\
€« C' | £ https:// deeseisisii—

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/7.0.29 N

A [memEs | iTERE

kommended Reading:
burity Considerations HOW-TO
hager Application HOW-TO

EHER

X MEERERDT:
+ (RETRITEARS 5

Istering/Session Replication HOW-TO

* HRFRER » WSS EEHE Rk,

MES:  csb— Realms & AAA Examples
JDBC DataSources
fREE:  WoSign Class 1 IV Server Ch

HHGEEAMN zo014-5-30 3 2015-5-30 i
Documentation

Bnager webapp is Tomcat 7.0 Documentation
ry o 1
) Tomcat 7.0 Configuration
P ' Tomcat Wiki
anager . - . L
13

3.3.2 Tomcat 8.5 X Z G2
3| Tomcat 223 H 5% conf R “Serverxml” , FHXAZELITH, 20T ERAE WK

<1—=
<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllNioProtocol™
maxThreads="150" S55LEnabled="true">
<55LHo=scConfig>
<Certificate certificateFeystoreFile="conf/localhost-r=a.jks"
type="RSL" />

</55LHostConfig>
</Connectory>
-

Kl 14

RN HIEE,  Hehn:

I LI

odik - REIRYITEELLXEEEAIE 1057 SRH KB HI A EE 502
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<Connector port="443" protocol="org.apache.coyote.http11.Http11NioProtocol"
maxThreads="150" SSLEnabled="true">

<SSLHostConfig>

<Certificate certificateKeystoreFile="F:\Tomcat 9.0\conf\name.jks"
certificateKeyAlias="alias"
certificateKeystorePassword="1F -5 & fig"
type="RSA" />
</SSLHostConfig>

</Connector>

%VE: port: ¥ 5

certificateKeystoreFile: iF 142 (%1u1: conf/name.jks);

certificateKeystorePassword: ilF 454575,

certificateKeyAlias: ilF 15514

B %ECE S, AR5 HE S Tomeat J5 By BT . fnf& 15:

-~ C | @ https./ A——
i3 Apps [ SSlTools (] 8BS () wosign ([ java jdk [3 AndroiciBFEHpsTLT O
Home D tation C i ion =1 Wiki Mailing Lists
Apache Tomcat/9.0.0.M9 w_Pﬁtftle ?Pftware |
ttp www. apa
n L >
Ser
rpose(s) e Man
pHOW-TO Ll
fxampl:
n Getting Help
umentation FAQ and Mailing
figuration T ny

ek - PERYIGRLUXEEAE 1057 SREZAE A A BE 502

FEiE : 0755-86008688 L : www.wosign.com



KB TFANIERSEBIRAE
WoSign CA Limited

SSL iEH &4y
EREIF A R ks SCHE M50, DLT 2%

b, SSLIiFEM%RE

HAE =PRI,

ek - PEIRYIHRLXEEAE 1057 SRETAE —HA A BE 502

FEiE : 0755-86008688 L : www.wosign.com

13



