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1. Linux #AERS;
2. Apache F##E#:http: //httpd. apache. org/download. cgi;
3. % SM2 B (IRHE RGT4EH, fRHt X86_64 A1 ARM Wi fih bt 4s [ i Hk)

X86 64 Z2¥4: https://www.wotrus.com/download/wotrus ssl x86 64.tar.qz;

ARM ZE#4 : https://www.wotrus.com/download/wotrus ssl arm.tar.gz;

4. JRKiE[ES SM2 . RSASSL iFH;

. ZEEH
1. &% Apache(CCH#4LL apache-2.4.46 J9#1, H sk Alusr/local, FFARYE SEBRIF
Bi A RITT);

7235 apache Z |, JoBAHRIMHME, WIRRGRAHM, Hlhwd
gcc/gec-c++: yum install -y gcc  yum install -y gcc-c++;
(1) . %% apr: https://dicdn.apache.org/apr/apr-1.7.4.tar.gz, F# I+ bA%
apr-1.7.4.tar.gz % /usr/local H3& T :
fift 5. tar -zvxf apr-1.7.4.tar.gz
. cd apr-1.7.4
Jconfigure --prefix=/usr/local/apr
YiF: make && make install
(2) . %% apr-util: http://archive.apache.org/dist/apr/apr-util-1.5.4.tar.gz, ~#kJf
A& F usr/local H3%F: (RS apr-util-1.5 A, 1.6 FIFEATEAE ) fK)
fift K. tar -zvxf apr-util-1.5.4.tar.gz
F:: cd apr-util-1.5.4

Jconfigure --prefix=/usr/local/apr-util --with-apr=/usr/local/apr
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Z¥: make && make install
Ps:make B 215 Hi Fil#tinclude <expat.h> ~ compilation terminated.[#]

R4, 15 yum install -y expat-devel ZZ%E{KHH%

(3) .« %% pere: EMPIRAT, FIHAT A4 yum install -y pcre-devel BY# it
https://sourceforge.net/projects/pcre/files/pcre/8.45/pcre-8.45.tar.gz/download T~ %% Jf:
&2 Jusr/local H3% T :

fifg )& : tar -zvxf pcre-8.45.tar.gz
K. cd pere-8.45

Jconfigure --prefix=/usr/local/pcre
%% 1%: make && make install

(4) « ER=ASCH I3RS, ¥ T 8 apache A E S it FAL =

lusr/local H 3% T
fifgJ&: tar -zvxf wotrus_ssl.tar.gz
mv wotrus_ssl wotrus_ssl2.0.4(LL 2.0.4 415)
tar -zvxf apache-2.4.46.tar.gz
Fill: cd apache-2.4.46
Jconfigure --prefix=/usr/local/httpd --enable-so --enable-ssl

--enable-cgi --enable-rewrite --enable-modules=most --enable-mpms-shared=all

--with-mpm=prefork --with-zlib --with-apr=/usr/local/apr

--with-apr-util=/usr/local/apr-util --with-ssl=/usr/local/wotrus_ssl(wotrus_ssl 4

FRPRAR e Jo S SR A4 FRIE &)

Ps:LA B R g ik 7, A oK, T BAT SN 2 R AR

YiPF: make
make install

Ps: EIRB TR H X B MNAA S B 3¢, BAREAR, 18RI SC bR P 385 !
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2. BcE ssL
(1) HiFIERE, T#H52%) domain.com_sm2.zip KR4, LA =
S
2R ) M A =]

test.wosign.com_rsa

i
[ S s B |
[ O 4

e

|

A

2024,/2/26
testwosign.com_sm2_encrypt 2024/2/26 14:
2024,/2/26

testwosign.com_sm2_sign

Apache 753 ] 3| =/ 32 T NginxServer H.crt SCH-A1HHFIE A% CSR

I ORAF I PR AS ey SCAF

(2). A% SSLAEF, cd i3 Nlusr/local/httpd/conf, ¥rEE cert H %, ¥ b THIfEIE K crt
ALK B CSR N AR BT key SCHE(73 )2 rsa A1 sm2 fir 44 Y key ) BAE 2=
PAERE

(3). M E SSLiEF:, #kA/usr/local/httpd/conf, vilvim %% hitpd.conf S04, 85
#L.oadModule ssl_module modules/mod_ssl.so, 2T H FIVERSF#, B0 Include
conf/ssl.conf, fRAFiE H J57E/usr/local/httpd/conf, vi/vim Hri— ssl.conf S04, 180
WAL

Listen 443

<VirtualHost *:443>

ServerName domain.com

DocumentRoot  website # H 3%

SSLEnNgine on

#RSA config

SSL CertificateFile  /usr/local/httpd/conf/domain.com_bundle.crt

SSL CertificateKeyFile /usr/local/httpd/conf/domain.com_rsa.key

#SM2 sign config

SSL CertificateFile  /usr/local/httpd/conf/domain.com_sm2_sign_bundle.crt
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SSL CertificateKeyFile  /usr/local/httpd/conf/domain.com_sm2.key
#SM2 encrypt config
SSL CertificateFile /usr/local/httpd/conf/domain.com_sm2_encrypt_bundle.crt
SSL CertificateKeyFile  /usr/local/httpd/conf/domain.com_sm2.key
#sign F1 encrypt Ft & H 1).key 1 bundle.crt A[E—4>
SSLProtocol all -SSLv2 -SSLv3
SSLCipherSuite
ECC-SM4-SM3:ECDH:AESGCM:HIGH:MEDIUM:IRC4:!IDH:IMD5:1aNULL:!eNULL
SSLHonorCipherOrder on
<Directory "website # H 3">
Options -Indexes -FollowSymLinks +ExecCGl
AllowOverride None
Order allow,deny
Allow from all
Require all granted
</Directory>
</VirtualHost>
PLEASUNZZ (http BCE 1S BATA0EE), HAKET ServerName, E4HK, WES
H3%, Directory S50 & & MR 5 SZ PRI S5 e & !

(4) AWl fusr/local/httpd/bin/httpd -t, ##2 7~ Syntax OK, WIF/RECE IEH, wLLUS
%) apache.
WERA SRR, R R, HRERIER!
(5)~ Ja3h: AT usr/local/httpd/bin/httpd -k start, )&zl apache!
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=. i SSL ieE

GRS W S AR I https D7 iA), T B

https://download.wosign.com/wosign/MeSignBrowser_setup.exe

NE )G, FTIFmN R, EHhbR SN https://domain.com(GE 45 SZ Rk g 1542 )l
ST REIE T U A DL SR BB R, Wy IR E VTR, T A OREIT KO e 4 2H S5 SRS A T
1T 443 Ui 1 (SSL FL B i 1)

PO, 4y SSL iE+H
T TR zip TEAALAT [ 324 R IO AAE key SCRE& A, LA F 2, B2M G S8 1
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