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BITIER

AT SR T BRI SCRE BB (Ui W o BT RRCAS PR SORS 055 LRI T AT SCRS RBUAS 19 5E 8T Y

XHERRA | RATHBA Tt B
V1.0 2020/05/13 SRS IR RAR

Rhn Order Status 44 i fiffe,
V1.01 2020/05/22 %N pendingRevoke R
WEH A rasin 13, 25 WAME, PRIER P S2HAN s> A 4y

R QU Az, BHBRAR I AL 1D BT
BUEIT I N SR TEY, REF —ii—X
SN => Hosts
Csr => Csr_Sign
ProductType => ProductID
BindRSAProductType => BindRSAProductID
I csr 2 H 1: esr A AR, ins RAH M 24
B RSA EH 4% KA E i) API
RSA WA WAEKE N delayQuery ZEIRE IS, VEANTE =% HARk:

V1.02 2020/05/25

RSA Order JRA&ETRN

pendingSubmitOrderToCA
pendingDCV
pendingCAlssued

RSA OVSSL,RSA EVSSL IE# Jifain ~:
LA T RO E status=pendingSubmitOrderToCA
2 KiEE S H S status=pendingDCV
V1.03 2020/06/02 3.4 RSADCV HiF#id 5 status=pendingCAlssued
) iXH comodo ZXHLIER P, HEATIUE AL
AVHBGE RN, wRTLEERET  status=issued
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AR (EAARGSS

SCERRA | KATHM A

RSA DV SSL:
LM FHB:O)E  status=pendingSubmitOrderToCA
>IEGIEF A3 status =pendingDCV
2.7 RSADCV %rikiEidj5  status=pendingCAlssued
SUHBGER#RE N, aRaT DIENET  status=issued

HOFAUR R, BT PR T AT

V1.04 2020/06/11 . B ‘ i o
HEIRISIN T 2548, AT IOE 2 B RAT R Gk H I HEX I R
E:EE(iBeS

V1.05 2020/09/11 FHP R A N—A idempotencelD {R#F—3, J7E K
UGG R H E— header “RequestID:xxxxxxx”, J5 18 H & & fir
W RSA Al 4 10Uk EE: 1

V1.06 2021/09/22 R .
FEDOL 25 5 77 RSA SKEUISIEN A IGIEE # 1
Sectigo iEF A KUEEY PARTH comodoca.com F ik

V1.07 2021/10/18
sectigo.com

V1.08 2021/11/2 W@ A P IE T O R FE #2015
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AR ik

1. Bk
1.1 API [fifEF

WoTrus API 4% 13- 205 H AR I S AF KA HE SSLAEFAE P SSLAEH1T 41, LR
T K00 45 R G R R 4 K WoTrus APIL, JE 75 5 IGE B W, BI AT SEEL SSLAE K #.
ERER . IE A SR,

RILFE X% WoTrus API, AT DLSERURER B &R R4 H 2 N 23R A R0, MR
EHA RGBT A5 B —5, IR s EE R T SRR .

1.2 Hig%H

1. FH P S0 0 B W 58 s 5 7T H (https://buy.wosign.com), J5 6 %5l 21 45 1
T UCE AR

2. iR APl Z B L2046 3REL APl token, At B Sy AIESS FAERE .
&% https://partner.wosign.com, H.ii “APIfCE” TIHWKE .

3. Kitt https i3RI 27— header: WoTrusToken: your api token, 1A %1%
KRR EGZIE R LA 1R, Fik [E—> 401 http £ R,

1.3 0B

POTREILBILLN H s

1. ORI, JFReBAeR RO UEY 7.

2. RIS, REW R FIIETIRE, RIERSIN % et

3. BOBRAEXT ST HE m AL

4. PRAUE IR T BRI, DR i ROE L i AT A R

1.4 BHEAZEH

I A SCRF HTTPS AL 415 >k, I AP S H Post J7 %1643 , “ content-type ”
fFit% KA. “application/json” .
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LU ik

1.5 BEOWRE

=) rEE APLIE N B R LR B TR .

gUEEiTE

AR .

1. =) BEA AP FE, HIEIER

2. WoTrus FA\X @& FHAER. A8, B8 Z58E, HelaZRiE
.

3. =) WHHBGES API, THEGEF.

1.6 HEEE
1. BzOHshE: https://restapi.wosign.com

2. BEMAE ¥n—A> header WoTrusToken tk_Xxxxx?????
3. POST # U FEHMN Y% — header Content-Type application/json

CRIRRAS V1.0 FEALIT A © IRIBH TIAERS A IRA A 2


https://restapi.wosign.com/

AR

BT

2. BRI

ThReHR
BT 2 SR sm2 N H rsa T, FIEF 2L
HRG
POST ik
Sk
https://restapi.wosign.com/v1/Order/Create
HRSH
Orderinfo
SHHRR SR iEH
o B¥ESH. PAfiEBEEENT
productID B
76ECE651-B59E-48F2-A47B-135614AADAD9
commonName IEF E R CN B \
— IR T
csr_RSA RSAIEH CSR | RSA iE1if1 CSR, ECCEfif#) CSR
PDF ik i) UKey
uKeyPassword - ik ZE .
PDF ik 3] Ukey
uKeyShipAddress Clprit 2@
IS 2 b -
Wik SH. BUETEH:
12: FoRHIEIEBRARGNE 12 1 H .
24: FoRHPIFUEBIA RO 24 M H .
month R 13: FKoRHIEIEBMAEROEE 13 MH . WH TS fhE -
ZAIE R AR I ]
25: FoRHIFGUEBMARONRE 25 MH . HHTEH &P
LIRS R AR A
. W HIRIEM L RS RECR B, — ORI R B
idempotencelD ol

ID.
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https://restapi.wosign.com/v1/Order/

BRI+ ST
Orglnfo
SHPRIR SE LK L]
orgName AL TR DIESH
Ak ZHL

HUETEE (BT H)

® Business Entity: /MA&

businessCategor iR (Y it
us 9o - ® Private Organization: 1k

® Government Entity: BRIV EAT
® Non-Commercial Entity: JEREHLFM 2>

orgPhone BT LR kSR

orgEmail FAAT WS ik Pt 2188

userFirstName 5 A4 RS

userLastName EA PN G RS

userEmail FH U N IS 6 b ik Al SHL

userMobile HiEk NFHLS AliESEL

idCardNO G NS ik 514 AlIESH.
AN 5E L, 1:CN,US,JP,RU...
rh[E:CN

countryCode AR
EH:US
HA:JP

state L FTTE S RS

city BT BT E SR T Al ESHL

street BN BT TR M hE kS

zip BT HBHEXT R R | TR S

businessLicense

g5 A RS

SCERRA V1.0
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AR

BT

SRR SHBWH A

otherName oy HAh 44 7 Al ESHL

SHHNR SHAEK Y

1. B

i %ﬂ 2. BER
documentType MR s BOE

fileType paEli)sE &2 Jpg .gif .pdf

fileContent R base64 gwhd

RN
{
"orderinfoPost": {

"productID": "76ECEG651-B59E-48F2-A47B-135614AADADY9",

"commonName": ";KiBEFINERSHRAR",

"csR RSA": "---—-—- BEGIN CERTIFICATE REQUEST-----
MIIDhzCCAm8CAQAWJIzZEJMACGAIUECgwAMROWGAYDVQODDBFmeXQuYWlhemluZ2Jv
€S559bjCCASIWDQYJIJKoZIhveNAQEBBQADGGEPADCCAQOCGGEBAMCELQtd7P/FfzxA
Qs/kunglD8yVMN1lcib56KyKOmjdAobHZrpRHAENPSOwNahwX/+LeyAqydAmVp7+0
/Axf9AHN3GAA44EBU2 90X 6BdXw5UkLi370v0HOC+/2TS736e0gF0csf90V4AQA9b6SCRERRA V1.0 FEALIT A © IRIBH TIAERS A IRA A




AR

BT

d95SaFq2052Nz3cXvGjCzgvFCIUfs/0LzCQToJcr2TjDnnkXjefbuC21lc+pTJ/YR

/AP2Ez2g1tVqK3UcYFzbrsAtNKRKEN3xVuLjO2tsy9vCjiCASf fFEMegoH3qLCZZ

O0eayPh7fv5daQOWcF6RxH3FXfITI9d0RhTXUeStwyOtL86UWGI/09eHYBtQ==

}y

"month": 12,

"idempotenceID": ""

"organizationPost": {

"OrgName ". Hg&i1in ,

"BusinessCategory":"",

"OrgPhone":"13510099459",

"OrgEmail":"cms6@wotrus.com",

"UserFirstName" :"3{&"

"UserLastName":"gk",

14

"UserEmail":"cms6@wotrus.com",

"UserMobile":"13510099459",

"IDCardNO":"",
"countryCode": "CN",
"state": "",

"city": "",

"Street": llll’

zip

"businessLicense": "",

"OtherName" :null

"documentsPost": [

i N2 4

SHHR SHAK

L

isSuccess g5 AR

HUE VG :
® true: iERKAIN.
® false: iR,

errorMsg

lfESIVE i D OIERTT BRI, 1Z SR BHEA AT

SCERRA V1.0
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AR

BT

SRR SHRAK B B4
successMsg B TR SCAHBIET BRI, ZSEORFEHEAR N .
orderlD SM2 iEHIT # 1D SM2 iEF T 1D,
orderlID_RSA RSAEFITH 1D SM2 511 RSA IFHiT #. ID.
page it 25 g4
M) 27 48]
{

"isSuccess": true,

"errorMsg": "string",

"successMsg": "string",

"data":

"orderID":

"orderID RSA":

by

"644A3E60-F1AA-4E25-821A-ACFBC462BC37",

"89CB4BF6-3E53-4B49-9AB9-92D578144260"

"page":
"total": O,
"limit": O,
"skip":
}
}
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LU AT

3. AT R

ThRedtA
EILITH ID AWAIT RS S . T ID EQIERIT BRI 5 Rk [R5 WA T .
ERTTR
GET i3k
bk
https://restapi.wosign.com/v1/Order/{1] . id}
ERSH
DAV HR id 1y i) k4
HRAB
T
Ml N 2 3
AT B NS HOER 7 OV BT B TE RS, XEAHELYZ, HHSHES
T LA o o S 2 B S8 2 U B AN R TR

SRR SRR P B
id ITH D ITH D AT BRI SR, Bk EIZ R D T
HAEYE
® pendingAutolssue; A5 %\ T8 1% 56 B 4 KAl
H 3% K
® closed;  ITHKH
® revoked;, ITHLCHHY
Status N ® rejected; iTHCHIEA
® pending; HfEATLHZ
® pendingRevoke %4 A\ T8 1% i Y
® issued; ITHROZR
® unknown; RENHIIEHH
® pendingSubmitOrderToCA VT BALERIE S %
® pendingDCV VT SRR 4 B0
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MRV R Y AT
SHFR R SHELWR L)
® pendingCAIssued T BREESS CA Bk
BUE YE R -
‘ ® 0: RfY
isPay SAPIRES
® 1. &3t
® 2. SERJESAT, (HIEARIAT
EEEE TR P BB RS Fi TR e, b
o o FAE WA R, 878 CSR S8ifE. AP ST, TAIKOAE
pendingLink Rr R e L TR - , ,
T RSB R IR, ORI A R T, BT
SaaS.
M 73 )
{
"isSuccess": true,
"errorMsg": null,
"successMsg": "success",
"data": {
"id": "ad4a78326-0546-4602-9586-8ee3c05e8068",

"productName": "#B{R SSL V1",
"productID":
"cn": "fyt.amazingboy.cn",
"sn": "fyt.amazingboy.cn",
"org": {
"id":
"orgName" :
"orgPhone": "",
"orgEmail": "",
"userFirstName": null,
"userLastName": null,
"userEmail": null,
"userMobile": null,
"idCardNumber": null,
"isUpload": false,
"status": "pending"

}y

"30B3F256-9D2D-43C5-ABCB-017AA9D3CB6D",

"31cd6419-0fc2-4273-8£7£-5193d4900423",
"xxxx HIRQA",

AERRAS V1.0
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EeANRLRY SEHGIES

4, JREGIEF

ThRedtA
UEPREAR G, A TR R [RIE 5 0 A
ERTTR
GET i3k
bk
https://restapi.wosign.com/vl/Certificate/RetrievePem
ERSH
PLITHL id CorderlD) 1 A if) 41
HRAB

https://restapi.wosign.com/vl/Certificate/RetrievePem?orderID=644A3E60-F1AA-4E25
-821A-ACFBC462BC37

Me B 2> 3
SHEH R SELK A

EVEIE RN P
isSuccess SE bR true: 1HREI) .

false: ERKM
errorMsg YN VEiRa PO RRIGET, ZSEOREMEA N2
successMsg IDAZIEB TSGR SIS, ZSHOREMEA A .
pem_RSA
pem_Sign EBAH o I R AIE 15 1 A
pem_Encrypt
chains_RSA
chains_Sign A% Chains 40 o 15— DU TR, B Ja — WU AR .
chains_Encrypt

SERARR . BUEE R
result S5 RhR IR true: EID

false: KM
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https://restapi.wosign.com/v1/Certificate/RetrievePem
https://restapi.wosign.com/v1/Certificate/RetrievePem

MRV R Y SREGIE TS
SHFR R SHBR iBH
page St ZH SR

M 277 )

{
"isSuccess": true,
"errorMsg": "",
"successMsg": "",
"data": {
"pem RSA": "---begin xxxxx ---end---",
"chains RSA": ["root N§A", "cross A", "HERAEA"],
"pem Sign": "---begin xxxxx ---end---",
"chains Sign": ["root /N4A", "cross N(A", "HEIRAEH"],
"pem Encrypt": "---begin xxxxx ---end---",
"chains Encrypt": ["root /34", "cross N$A", "HEIRAEH"]
by
"page": {
"total": O,
"limit": O,
"skip": O
}
}
SCRERRA V1.0 FEALIT A © IRIBH TIAERS A IRA A 12
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5. BUH T3

ThRedtA

O TBORUERIT R, WSRO RS, WABEEAT IO 1T HRARAE .
HERITH

POST ik
bk

https://restapi.wosign.com/v1/Order/Cancel
ERSH
SHHRR SRALK Bi B
orderlD W ID BT # 1D,
reason 0 S A TR B T B R A
HRAB

{
"orderID": "A30B3F256-9D2D-43C5-ABCB-017AA9D3CB6D ",

"reason": "I ZEE{EIR"

RS %
SHHIR SHLR VL
VEENEARER
isSuccess 45 R bR true: 1HRELI.
false: 1&RKI.
errorMsg T SRR IR FEE SRR 334 o
successMsg VA SR D IR FEVE R B0y Bk
‘ HUE a e -
cancelResult B 45 3R o
® true: FKRHUHITHLD)
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https://restapi.wosign.com/v1/Order/

U HUH T 5
SR SHELWR L)
® false: FRHUHITH RN
4% “cancelResult” A “false” I, ZSHIHE
cancelFailedReason | KK ik -
FHZ,
M N7~ 51
{
"isSuccess": true,
"errorMsg": "",
"successMsg":
"data": {
"cancelResult": false,
"cancelFailedReason": "jFHE&EL"
}
}
TRYRRA V1.0 WBRE © PRl TFINERS A RAF 14
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6. MAHIET

ThReiiA
ZEOHT M ES, R EBRRAERA RA MR, KSR T T8
WE AR EHBIAR .
BRI
POST ik
Pk
https://restapi.wosign.com/vl/Certificate/RevokeRequest
BRSH
SHFR R SH LR T
‘ UHEBH
orderID iJH$ID ‘
UEFIXT R 1T BT
reason A SR A
MAIE TR A
‘ DEBH
fileType RS ‘ X
F1 A8 1IE B SCAF A R A
fileContent 8L — 33k base64 ‘
A UIE B SO ) R ) base64.
5 R~
{
"orderID": "644A3E60-F1AA-4E25-821A-ACFBC462BC37",
"reason" : vv*[\%ﬁ,;.lﬂ.ﬁn ,
"fileType": ".Jjpg",
"fileContent": "AZIDFSLDFDDFKKDE"
}
e .24
¥R S LR Tt BA
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O A IE
SHHh iR SH AWK Tt
HE VG H -
isSuccess SRR true: 15K .
false: iE>RKM.
errorMsg RN E N 2 I SRR ) IR
successMsg =N BEIE LN FE VH R B0 i
revokeStatus MEPIRES MEPIRZS
revoked A PR IR A FRIN
page Gt 24 G5
e N7~ 151
{
"isSuccess": true,
"errorMsg": "",
"successMsg": "HIEBHEKII",
"data": {
"revokeStatus": "pendingAudit",
"revoked": false
}s
"page " : {
"total": O,
"limit": O,
"skip": 0
}
}
RERA V1.0 WALATE © KB FIIERSHRAF 16




AR

HHAUR

1.
ThReHid

ltmly

BTN

2 DT BN P WU, Bk PR AR M A I . B AU P 22
AR IR I REARCESR, SR O AL MR IE S UE A AL

EE: WMRAR SM2 M Sectigo i AEFMAE, RIRESEHRKERHE, &
ERP#ZECHERBIERHE, WTFHR WRAPEFMRZKEXAERT, MNixEE—

FKEBEAT A BRAE.
HRITA
POST ik
AT HiLhE
https://restapi.wosign.com/v1/Certificate/ReissueRequest
BRSH
SRR SHZR i
orderlD iTHID WIS
WIESEL
csr k5 CSR

SM2 25 44FHiff) CSR i #iE SSL ) CSR.

csR_Encrypt

SM2 in#iEH i CSR

IR EFMA T SM2 AET, WS EHEEA N .

reason AR B R A WiEBE .
Al S HL
idempotencelD A WEERENL RS REE 8, — AL # H0R
11D, [R5 {8 PR IL R G5 ik
W AIE SM2 il Sectigo 7= Al AE, Hg b Zifk
fileType e o i
B IE BH SCF A s 7
WA SE SM2 il Sectigo 77 i AT AE, e b Zid%
fileContent Bl 3] base64

B IE B SCAF ) — 13k (1Y) base64.
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https://restapi.wosign.com/v1/Certificate/ReissueRequest

AR HHAUR

HRRHI

{

"orderID": "644A3E60-F1AA-4E25-821A-ACFBC462BC37",
"csr": "--- begin ---xxx xxxX ---end---",
"csR_Encrypt": "--- begin ---xxxX xxxX ---end---",
"reason": "FATHHME",

"fileType": ".jpg",

"fileContent": "AZIDFSLDEDDEFKKDE"

SHFR R SH LR TiBA
HUAE Y -
isSuccess SERARIN true: ERAL) .
false: &R KM .
errorMsg RN &N F2 U SRR I I8
successMsg 1 R B b 2 U SR LI IR
newOrderID BT 1D HHAEBCHTT L ID.
page Guit >4 Gt 4

M 273

{

"isSuccess": true,
"errorMsg": "",
"successMsg": "BUEEHMLAIN" .
"data": {
"newOrderID": "644A3E60-F1AA-4E25-821A-ACFBC462BC37"
s
"page": {
"total": O,
"limit": O,

"skip": 0
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LU HERARA

8. HERE

IR A5 1 B EIE B ALIR AN VT BRI RP ST, Y HEIE T S 00 5 1 X 45
TS HNE SR . R RHEIRIC iR 2R 3 I A SRR IR I e R i 04 200 OK,
AN SIS o

8.1 X HIRES

Dheeftiid
T HERIT RES, TREEXT R FEGE T
SH UL
b2 Uiy SELR i e
dataAction R R FRR RS SRR “order”
. “HARIRIREIGI IR, SRUERIREBIGIHKE. 7 8“2 1
orderlD iTHL 1D
AT F IR EIVT L ID I HUE
H B Y el -
islssued EHUOEKR ® true: OV&R
® false: K&k
H B Yl -
isRevoked e M ® true: C.DEY
® false: KM
7~
{
"dataAction": "order",
"orderID": "30B3F256-9D2D-43C5-ABCB-017AA9D3CB6D",

"isIssued": true,

"isRevoked": false
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9. a0

DhResR

2 P TP T o DA R AR A
LRE

POST i3k

EZ % 318

https://restapi.wosign.com/v1l/Notification/email

HREH

SHFR R SH LR T
orderID ITH D TERUH T 1D,
collectUrl T ERUE T P hE
5 R~
{
"orderID": "A30B3F256-9D2D-43C5-ABCB-017AA9D3CB6GD ™,
"collectUrl": "https://console.aliyun.com/ssl/order/exiud34"
}
Mg . 2 4
SHIR SHAWR L
HYAE e«
isSuccess SRR true: ERAL).
false: iR KM .
errorMsg RN E A FE DI SRR IR
successMsg VA SR D IR FEVE R B0y Bk
. A VG :
sentResult W 4 . ‘
® true: FINARIEIEAILE R
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AR

ERSIE AN

SHFR R SHLW Tt BA
® false: FRIxAIKIMHENLEF KM

Mg B 73 48]
{

"isSuccess": true,

"errorMsg": "",

"successMsg": "",

"data": {

"sentResult": false
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