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Who is that Guy? 
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David Holmes 
Childhood crypto enthusiast 
C/C++ Programmer for 25 years 
F5 Networks for the last 17 years 
Today: Security Researcher 
— Python / OpenSSL / PostGreSQL 

Briefly ”internet-famous” when 
Google Maps car drove by me 
arguing at ex-wife’s house 
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Scanning the Internet 
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�  Ridiculous Introduc\on 

Building a TLS scanner 

Key Findings 
Protocol Selec\on 
Forward Secrecy 
Self-signed Cer\ficates vs. Let’s Encrypt 
Strict Transport Security 
What replaces Pinning? 

CTA: Best Prac\ces 

Lessons Learned 

Why build an SSL/TLS Scanner? 
 
•  75% of page loads are HTTPS 
•  Wanted my own data 
•  Because it’s FUN! 
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Building a TLS Scanner 
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Scanner Best PracEces 
Keep scan rates as low as possible. 
Reduce load and impact on networks 
and people 

Allow opt-out for scan targets 

Coordinate with the hos\ng company, 
or anyone else who might get in the 
way of your scan 

*From	Project	Sonar	Best	Prac1ces	

Mass Scanning by IP Address 

Enter Project Sonar 

Rapid7 team does Internet-wide scans 

Every host listening to port 443 twice 
a month 

Published via Censys 

heps://scans.io/study/sonar.ssl 
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SOFTWARE 

Ubuntu  
14.04 

Python 
Easy to code in 
Beau\ful 
Mul\-threaded 

MySQL 
Decent Python Integra\on, free 

HARDWARE AND NETWORK 

4 core stock Dell desktop PC 

256 Gb disk space 

Comcast network 

D-Link DIR-255 Router 

Scan the Internet from your Basement 
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PRIMARY CRYPTOGRAPHIC STATISTICS 

Baseline your TLS Security 
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Let’s start with an easy one: RSA Key Sizes 
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256 
ECDSA, 
3.00% 

512, 0.10% 1024, 
11.90% 

2048, 
82.40% 

4096, 2.40% 
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Preference for TLSv1.2+ 
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SSLv3 Support 
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Where is TLS 1.3? 
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What about TLS 1.3? 

7% of Jan ‘18 show TLS 1.3 compa\bility 
However, nearly all of that is Cloudflare 
Remove CF and it drops to 3400 out of sample of 672,000 (0.07%) 

TLS 1.3 = Only Forward Secret ciphers 

Adop\on is slow because changes so radical 
Nick Sullivan, Adam Langley have blog explaining compa\bility problems 
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FORWARD SECRECY 

Keep your secrets secret, forever 
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Problem: Recorded Ciphertext 
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Problem: Anyone with the key can decrypt 
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(Perfect) Forward Secrecy – Ephemeral Key 
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Forward Secrecy Adop\on 
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Forward Secret Types 
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P-256 
77% 

X25519 
17% 

DH 
4% 

Other 
2% Top 10 Ciphers – (EC)DHE = Forward Secret  

1.  ECDHE-RSA-AES256-GCM-SHA384     
2.  ECDHE-RSA-AES128-GCM-SHA256     
3.  ECDHE-RSA-AES256-SHA384         
4.  AES256-SHA                      
5.  ECDHE-ECDSA-AES256-GCM-SHA384   
6.  AES256-GCM-SHA384               
7.  DHE-RSA-AES256-SHA              
8.  ECDHE-RSA-AES256-SHA            
9.  AES128-SHA                      
10. DHE-RSA-AES256-GCM-SHA384       
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Fiqng Forward Secrecy into a network 
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Servers IPS ADC Sandbox 

TLS1.2 
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HSTS, LET’S ENCRYPT, AND LET’S NOT PIN 

Maximize your TLS Security Posture 
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HTTP Strict Transport Security 
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2014 
< 1 % 

2018 
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Self-Signed vs. Let’s Encrypt 
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Cer\ficate Pinning is Dead! Except for apps 
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RFC 7469 – Allow sites to “pin” certain cer\ficates to themselves 

Solves problem of another CA issuing cer\ficates for your site 

In my scan data, never saw measurable numbers of HPKP headers 
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CALL TO ACTION 
 

how to improve your TLS security 



#RSAC 

© F5 Networks, Inc 23 



#RSAC 

Qualys SSL Labs Server Test 
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Apply! 
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Go back to work and see what your Qualys Grade is 
I’ve found this OpenSSL string preey helpful for geqng an A+ 

•  '!DHE+AES-GCM:!DHE+AES:!DHE+3DES:ECDHE+AES-GCM:ECDHE+AES:RSA
+AES-GCM:RSA+AES:!ECDHE+3DES:!RSA+3DES:-MD5:-SSLv3:-RC4’ 
Don’t forget you have to enable HSTS or you only get A 

Go check out hardenize – in beta so maybe it’s s\ll free! 

@dholmesf5
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Apply (more)! 
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It’s 2018: Encrypt Everything! HTTPS Everywhere 

Stop using self-signed certs: see Let’s Encrypt at the very least. 

Forget pinning, see new “Expect-CT” header 

Turn on OCSP Stapling, (and see OCSP Mul\-Stapling)! 

Go search censys.io for your org’s cer\ficates. 
(or ones that were mis-issued). 

If you want to build a scanner, contact me 
Source here: heps://github.com/capmblade/dwh-tls-scan.git 
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Resources 
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Improve SSL/TLS Posture 

Hardenize! 

Qualys SSL Scanner 

Cer\ficate Transparency 

SSL/TLS Best Prac\ces 

SecurityHeaders.io 

 

Scanning Resources 

2017 TLS Telemetry Report (this data!) 

My Scanner on github 

Censys.io 

Project Sonar SSL/TLS Hosts 

Zmap Scanning Best Prac\ces 
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MORE SCANNER CONSTRUCTION NOTES 

(Eme permidng) 
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Paper – scanning methodologies 
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Beeer Source Data? 

To get around the ServerNameIndicator problem, need hostnames. 

Amazon s\ll published Alexa Top 1M. Accuracy in ques\on. 

OpenDNS publishes their own Top 1M. Includes all ’bot’ traffic tho. 

Whatever, just combine them. About 670,000 listen on port 443. 

Alexa OpenDNS 17% 



#RSAC 

Moved from my basement to AWS 
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AWS graciously allows me to do this scan 
Request permission before each. 
Provide instance IDs 
Parallelize scan for faster  

One Database, mul\ple scanning nodes 
Nodes divide work by alexa rank, how cute is that. 
Be sure you resolve hostnames to addresses before star\ng. 
Otherwise you’ll get round-robined.  

Replace MySQL with PostGreSQL 
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Akamai Anomaly? 

+----------+--------------------+ 

| COUNT(1) | ssl_server_string  | 

+----------+--------------------+ 

|  1263256 | AkamaiGHost        | 

|        1 | Akamai/Time Server | 

+----------+--------------------+ 

2 rows in set (1 min 47.28 sec) 
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THANK YOU RSA 2018! 


